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cfd gful/s tyf ljQLo ;]jf k|bfosx¿sf nflu cgnfOg 7uL 
-Online Scams/Fraud_ ;DaGwL ljz]if ;ts{tfsf] ;"rgf (Advisory)

!=	 p2]Zo

ljQLo hfgsf/L OsfO{ (FIU-Nepal) n] a+}lsª sf/f]af/ ljZn]if0fsf] qmddf cgnfOg 7uLsf 36gfx¿df 
j[l¢ ePsf] kfPsf] 5 .  g]kfnLx¿sf] dxfg rf8 b;}+, ltxf/, g]kfn ;+jt\ tyf 57 h:tf pT;jx¿sf] 
;dodf cgnfOg csfpG6 l;h{gf, l8lh6n a}+lsª, O–sd;{ (Online Shopping) / l8lh6n e'QmfgLsf] 
k|of]u Jofks ¿kdf a9\g] x'Fbf o;} df}sfsf] kmfObf p7fO{ cfk/flws dfgl;stf ePsf JolQm tyf 
;d"xx¿n] ;j{;fwf/0f / ljQLo k|0ffnLnfO{ nlIft u/L ljleGg k|sf/sf l8lh6n tyf ljQLo 7uL 
(Online Frauds) ug]{ hf]lvd pRr b]lvPsf] 5 . o; ;"rgfsf] d'Vo p2]Zo cfd pkef]Qmf, a}+s tyf 
ljQLo ;+:yfx¿ / cgnfOg ;]jf k|bfosx¿nfO{ ;Defljt hf]lvdx¿ klxrfg ug{ / To:tf 7uLaf6 
aRgsf nflu dfu{bz{g k|bfg ug{' /x]sf] 5 .

@=	 rf8kj{df b]lvg ;Sg] k|d'v cgnfOg 7uLsf k|sf/x¿

•	 gSsnL rf8kj{ ckm/ / lrÝf -Fake Festival Offers & Lotteries)
æb;} wdfsfÆ, æltxf/ 57 aDk/ pkxf/Æ jf ætkfO{+n] cfsif{s pkxf/ lhTg'eof]Æ eGb} ;fdflhs 
;~hfn (Facebook, WhatsApp, Viber, Messenger cflb) df gSsnL lnÍx¿ k7fpg] / ;]jf 
z'Ns jf s/sf] gfddf clu|d /sd dfu ug]{ .

•	 lkml;ª / a}+lsª 7uL (Phishing & Banking Scams)
a}+s jf l8lh6n jfn]6sf] gSsnL j]a;fO6÷j]ak]h agfP/ u|fxsnfO{ s]jfO;L (KYC) ck8]6 
gu/] csfpG6 Ans x'g] 8/ b]vfO{ kf;j8{, cf]l6kL (OTP) / JolQmut ljj/0fx¿ rf]/L u/L a}+s 
tyf ljQLo ;+:yfdf /x]sf] vftfaf6 /sd 7uL ug]{ .

•	 gSsnL cgnfOg ;lkª k]hx¿ -Fake e–commerce Pages)
;dflhs ;~hfndf a|fG8]8 ;fdfgx¿sf] tl:a/ /fvL ef/L 5'6sf] lj1fkg ug]{ / clu|d e'QmfgL 
(Advance Payment) dfu ug{] . clu|d e'QmfgL kZrft ;fdfg gk7fO{ u|fxsnfO{ Ans u/L 7uL 
ug]{ .

•	 gSsnL klxrfg / sfuhkqsf] b'?kof]u -Identity Theft & Document Fraud)
;fdflhs ;+hfnx¿df c¿ s;}sf] gful/stf, kmf]6f] jf sLt]{ (Photo–shopped) ul/Psf 
sfuhkqx¿ /fvL gSsnL vftf -h:t} fake facebook account_ vf]n]/ cfk/flws ultljlw 
;~rfng ug]{ .



#= 	 cfd gful/s tyf pkef]Qmfx¿sf nflu ;'/lIft /xg] pkfox¿M

•	 cf]l6kL / kf;j8{ uf]Ko /fVg'xf];\M cfˆgf] df]afOndf cfpg] cf]l6kL (OTP), a}+s vftfsf] kf;j8{, 
jf jfn]6sf] lkg -PIN_ s;}nfO{ klg ;]o/ gug{'xf];\ .

•	 gSsnL lnÍx¿ lSns gug{'xf];\M ;fdflhs ;~hfndf cfpg] æk|mL l/rfh{Æ, ælrÝf kof]{Æ jf 
ægSsnL pkxf/Æ bfaL ul/Psf zÍf:kb lnÍx¿ -Links_ vf]Nb} gvf]Ng'xf];\ .

•	 clu|d e'QmfgL ubf{ ;r]t /xg'xf];\M cgnfOgaf6 ;fdfg vl/b ubf{ cflwsfl/s / ljZj;gLo 
j]a;fO6x¿ dfq k|of]u ug{'xf];\ . ;fdflhs ;~hfnsf gofF jf ckl/lrt k]hx¿af6 ;fdfg 
lsGbf ;s];Dd …k] cg 8]lne/LÚ -Pay on Delivery_ sf] ljsNk /f]Hg'xf];\ .

•	 o"cf/Pn -URL_ sf] cflwsfl/stf hfFr ug{'xf];\M l8lh6n e'QmfgL ug{' cl3 ;DalGwt j]a;fO6sf] 
j]a 7]ufgf (URL) ;xL 5 ls 5}g ;'lglZrt ug{'xf];\ .

$= 	 a}+s tyf ljQLo ;+:yf / l8lh6n ;]jf k|bfosx¿sf nflu ;'emfj

•	 ;zQm u|fxs klxrfg (Robust KYC Verification): l8lh6n dfWodaf6 vftf vf]Nbf k]; 
ul/Psf kl/rosf] ljj/0f (Identification details) verify ug{'xf];\ .

•	 zÍf:kb 7]ufgf / ljj/0fsf] lgu/fgLM Pp6} 7]ufgf jf Pp6} df]afOn gDa/ k|of]u u/]/ km/s–
km/s gfddf w]/} vftfx¿ vf]lnPsf 5g\ eg] To:tf vftfdf x'g] sf/f]jf/nfO{ nfdf] ;fj{hlgs 
ljbfsf] ;dodf lg/Gt/ cg'udg / lgu/fgL x'g]u/L …/]8 ˆNofuÚ (Red Flag) lbg] ;+oGq ;'rf? 
/fVg] .

•	 k|ljlwsf] k|of]uM 7"nf] dfqfdf x'g] zÍf:kb sf/f]af/, c:jfefljs gub :yfgfGt/0f, jf 5f]6f] 
;dodf w]/} vftfx¿df k};f k7fpg] (Layering) k|j[lQ kQf nufpg lgu/fgL k|0ffnL (Transaction 
Monitoring System) r':t /fVg'xf];\ .

•	 sd{rf/L tyf u|fxs ;r]tgfM rf8kj{ ;'? x'g' cufj} cfˆgf k|mG6nfOg sd{rf/Lx¿nfO{ ;Defljt 
7uLsf 9fFrfx¿ klxrfg ug]{ tflnd lbg'xf];\ / ;fdflhs ;~hfn Pj+ P;PdP; (SMS) dfkm{t 
u|fxsx¿nfO{ ;r]t u/fpg'xf];\ .

%= 	 7uL jf z°f:kb ultljlw ePdf sxF“ ;Dks{ ug]{<

olb tkfO{+ s'g} klg k|sf/sf] cgnfOg 7uLdf kg{'ePsf] 5, jf tkfO{+sf] kl/ro b'?kof]u ePsf] zÍf 
nfu]df l9nf gu/L tTsfn ;DalGwt a}+s tyf ljQLo ;+:yf jf l8lh6n jfn]6 k|bfossf] u|fxs ;]jf 
s]G› -cfˆgf] vftf jf jfn]6 tTsfn Ans ug{sf nflu_, g]kfn k|x/L ;fOa/ Ao"/f], glhs}sf] lhNnf 
k|x/L kl/;/ jf k|x/L sfof{nodf hfgsf/L u/fpg'xf];\ . 

***


