AT W
qﬁlmmﬂmmﬁwmmm

w.ﬁﬁ@ Rigaar. ®ioas!

T SqFET, WeE, AE ANl a1 qHG YET HeAred

T qedle YiH Saaeads qeeel Ja1 Jae I S godl

79 AT [id 2053 109 | §0 | YHIMd a1 ATHR EEFH Y, F21 TMIA dgdie
T YT HUFET GRdl =0T A 3Y Fer w Y a8 gAle T B YR T difeuer
Traf-ad T qede Wi SaFears graedl $a1 YaEdt | HEvad 9 GAaRel aur
W F AGEE] BRIV G TEAT THA BRAE GRZEE geafur A1 g g I
T A AT T qEAIE AH SAATdT Grael F41 YATE 9 98T &4 U T4 dgdd
ST 94l WARE! ARl ATEAYIE U ZETAH] IAdH TARE] SUFE] WU 9L HAaddsl 9
SFI T HATAT S ’ﬂﬁ?‘( STATAA T@TH] SHA ST jaggaprasasan@gmail.com HIYdT3d
g T T deH A9 RUE g | A9 wEaedl [@eqa [ae a9 wenad, W cqaean
AferE @R T T TR eEEeae WH I g9 96 99 gEAEe daad ey |

TIHG dgale 9 SHEeded GrEEyl JaT YAEdl ARl AEyds JauR

(%) WHF Fa a6 |
9 FRIGE] AR AfFd § ST |
St et
3| A sl q W=

e e
Y | A 3 ST -
y |y asE St | oy s | )

§ | ®wFUe 31‘1:{?.?/85!’4;_;1“:;%1{ 3 WA -
o | wwitem weA o R ]
(@) FFgER T A A e a6 o 1
q Computer G A= ‘ |
3 | Computer (For NeLIS) q Jz Terre SRR -mﬁn:r_|
3 Router / Firewall q 4 :
¥ | LAN Switch q ¥ |
) o . - : . 3

9

WA 7. 09-899%&%, 899439, BIIT83
TaTE: 839962 | Website : www.molcpa.gov.np



=

y. | Client printer A3 size '

g Client printer A4 size #ﬂﬂﬁfﬁa

@ | Signature Capture Device Compatible with LRIMS
¢ | Biometric Thumb Capture | yfg gf¥e 9 =71 2

Device

e Web Camera
qo0 | UPS/ Backup power AATTHAT AT

(1) FHAFeHE Tk

Intranet Connectivity : (L2 connection): Min 5 mbps/Internet connectivity >100Mbps

() =df fbdE 9T 97 SR ah

9 | o Uee =& i q9red
R | A Al fEam 9 a9
3 | g ferga zal fEam 9 O
y | e e fmam (v e q 49
= Tor FUNIREI FHH
y | TE/EEA e 9 99
A I 2 L RIEEal q 9
e | TF A q 499
z | AT WEe Far 9 g
¢ | Wige =i fEam 9 99
qo | ST =4 Foan 4 o9
| qq | ez e P
(T) BiEd aF
9 A ARSI 9IS gef 3 FIET A1 F1E
Eaeeal
2 HIE T AHeET AT Fe FHRTS 3 FT
T i fFauE w0
3 AT Yiaared AFLTEAT ATIR

e . FREAR T FHALD! A& ATURAT Ifeatad JuH0T/ il Feaml 99 g1 q9g |

H‘d‘)a\

)



E
= A
e T e e e <R

&

Technical Speciﬁcaﬁo'r‘lit Branch Firewall/Router

Particulars Requirements
| Brand name To be specified by the bidders
Madel To be specified by bidders
Certification ISO/CE
| Processor Multi-core processor R - ]
Memory At least 4GB DDR3
Storage 8 GB eMMC

Interface / ports

6 x |GbE RI-45 ports,

2 x 1GbE SFP ports,

I x RJ-45 console port,

I x USB 2.0 port

LEDs for svstem status at a glance

| Features

*Routing Information Protocol Versions | and 2 (RIPv1 and RIPv2)

*Generic Routing Encapsulation (GRE) with dynamic routing protocol (e.g OSPF)
+Standard 802.1d Spanning Tree Protocol

*Layer 2 Tunneling Protocol (L2TP)

«L.2TP Version 3 (L2TPv3)

«Network Address Translation (NAT)

*Border Gateway Protocol (BGP

*Open Shortest Path First (OSPF)

«[Pv4 and IPv6 multicast

sAccess Control Lists (ACLs)

=Dynamic Host Configuration Protocol (DHCP) server. relay. and client

*Dynamic DNS

«Virtual Route Forwarding (VRF) Lite
*DNS Proxy and DNS Spoofing

Security Feature

=Secure Sockets Layer (SSL) VPN for secure remote access
*Hardware-accelerated DES, 3DES, AES 128 AES 192, and AES 256
*Public-Key-Infrastructure (PK1) support

«[Psec tunnels

=Advanced application inspection and control
Flexible packet matching

*Dynamic and static port security

«Control plane policing

«HTTPS. FTP. and Telnet Authentication Proxy

i Warranty and support

Minimum | years with Parts replacement and service.

| Installation and
Configuration

The contractor need to perform all necessary tasks including but not limited to
Installation, configuration and support up to warranty periods.

Accessories

All related Accessories should be supplied

Qualification

The proposed appliance OEM should be Leader/challenger in Gartner Magic
Quadrant for wired and Wireless LAN Infrastructure at least once in last 2 years.

Service Tag

Should be provided at the time of delivery.

MAF

MAF Should be in the name of bidder and address to the survey department.

Management

web-based GUI
command line CLI(SSH)

Monitoring

SvsLog support
SNMP vI. v2c.v3
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Technical Spe@ﬂ?iﬁa}m LAN Switch

Pa r_ticula rs Requirements

Model To be mentioned by bidder

Certification ISO/CE

Ports Minimimu 24x Gigabit RJ45 ports + minimum 2x combo Gigabit SFP

Port

Switching Capacity

54 Gbps or higher

Forwarding performance(64
Byte packet size)

40 Mbps or higher

Management

SSH, HTTPS, SNMP

Advanced defense mechanisms, including Dynamic ARP Inspection
(DAL, IP Source Guard, and Dynamic Host Configuration Protocol
(DHCP) snooping. detect and block deliberate network attacks.
Combinations of these protocols are also referred to as IPMB (IP-MAC-
port binding).

DOS (denial-of-service) attack prevention maximizes network uptime in
the presence of an attack

Features

Protection of management sessions using Radius, TACACS+ and local
database authentication as well as secure management sessions over SSL,

SSH, and SNMPv3,

Support for advanced network security applications such as [EEE 802.1X
port security to tightly limit access to specific segments of our network.
Web based authentication provides a consistent interface to authenticate
all types of host devices and operating systems, without the complexity of

deploying IEEE 802.1X clients on each endpoint.

Time based ACLs and Port Operation restrict access to the network during
predesignated times, such as business hours.

Warranty and Support

Minimum 1 year with parts replacement and service

Installation and Configuration

Accessories

The contractor need to perform all necessary tasks including but not
limited to Installation, configuration and support up to warranty periods.

All related accessories should Be-_s_;.lbplied )

Qualification

The proposed appliance OEM should be leader in Gartner Magic Quadrant
for wired and Wireless LAN Infrastructure for last 2 vears.

MAF Should be in the name of bidder and address to the survey
department.

Should be provided at the time of delivery.
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Technical Sncciﬁcz{a«(j.gﬁﬂ)eskmp Computer

Particular

Requirements

Brand Name

To be specified by the bidder

Model Number

To be specified by the bidder

Processor released in year 2023 or later with minimum 6 core cpu and base

Pracessor frequency 2.5 GHz or higher
Memory (RAM) 8 GB DDR4 or higher
Storage SSD 512 GB or more

Operating System

Genuine Windows 11 or latest

Graphic

Integrated graphics 4 GB or more (if not build in branded, installation after delivery)

Slots and ports

at least 4 USB ports, Audio infout, M.2 slot

Form Factor

Tower/mini tower

LAN Controller

Ethernet controller with RJ45, Wifi (Inbuilt or integrate after delivery)

Same brand LED monitor of display size 21" or higher, should have input for |

Merirtor HDMI and | VGA ports
Accessories USB Keyboard, Optical mouse and all standard accessories
Warranty Minimum 1 Year

Service Tag

Should be provided at the time of delivery.

Technical Specification: A3 Printer

1. Multifunction Laser Printer (3in 1)

SN Particulars Requirements o

1.1 | Type Laser Printer o S o

1.2 | Brand Name To be specified by the bidder o

1.3 | Model Number To be specified by the bidder S
| 1.4 | Type N Monochrome Laser Printer

1.5 | Resolution 600x600 DPI or better

1.6 | Print Speed More than [0ppm (A3)

1.7 | Paper Size A3. A4, LGL. Executive. Envelope - B

1.8 | Paper Input 200 sheets or more

1.9 | Paper Output 100 sheets or more S

1.10 | Interface USB 2.0 or better. LAN

1.11 | Power Requirement | 220 — 240V (+/-10%). 50 / 60Hz (+/-2Hz)

1.12 | Warranty One Year on both parts and services

1.13 | Accessories All standard accessories
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Technical Sneciﬁg{iﬁlﬁ%\ A4 Printer

1. Multifunction Laser Printer (3 in 1)
SN Particulars Requirements
1.1 | Type Multifunctional Laser Printer(3 in 1)
1.2 | Brand Name To be specified by the bidder
1.3 | Model Number To be specified by the bidder
1.4 | Type Monochrome Laser Printer
1.5 | Resolution 600x600 DPI or better
1.6 | Print Speed More than 20ppm (A4)
1.7 | Paper Size A4, LGL, Executive, Envelope
| 1.8 | Paper Input 200 sheets or more S
1.9 | Paper Output 150 sheets or more
1.10 | Interface USB 2.0 or better, LAN
1.11 | Power Requirement 220 — 240V (+/-10%). 50 / 60Hz (+/-2Hz)
1.12 | Warranty One Year on both parts and services
1.13 | Accessories All standard accessories
1.14 | Facility Automatic 2-sided printing
1.15 | Function Print. Scan. Copy (Multifunction)
| 1.16 | Scan Resolution 500 x 500 dpi or higher
1.17 | Auto Document Feeder | 20 sheets or more
2. Color Laser Printer
SN Particulars Requirements
2.1 | Type Color Laser Printer
2.2 | Brand Name To be specified by the bidder
2.3 | Model Number To be specified by the bidder
| 2.4 | Type Color (CMYK) Laser Printer
2.5 | Resolution 600x600 DPI or better
2.6 | Print Speed More than 15ppm (A4) -
2.7 | Paper Size A4, LGL, Executive, Envelope
2.8 | Paper Input 200 sheets or more
2.9 | Paper Output 150 sheets or more
2.10 | Interface USB 2.0 or better
| 2.11 | Power Requirement 220 — 240V (+/-10%). 50 / 60Hz (+/-2Hz)
2.12 | Warranty One Year on both parts and services
| 2.13 | Accessories All standard accessories
2.14 | Facility Auto-Duplex
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